Effiziente Fehlersuche In
Web 2.0-Anwendungen



Agenda

« Kurze Vorstellung

* Eingebaute Firefox-Tools
 Webdeveloper Toolbar

* Firebug

« Weitere Firefox-Tools

 Weitere Tools fur Internet Explorer, Safarl
und andere Browser

 Fragen & (hoffentlich) Antworten



Martin Leyrer

« Alter Sack (Netscape 0.x, fruhe 90er)
« Anhanger des "Progressive Enhancement”
« KEIN JavaScript & CSS Guru

e Lasse mich gerne vom Code anderer

,nspirieren”

 Fan von ,fertigen” Frameworks


http://en.wikipedia.org/wiki/Progressive_enhancement

Hintergrundfarbe

Main Tabs Cortent  Applications  Privacy  Securty ;’-‘-.due;nced

EBlock popup windows Exceptions_
Load images automatically Exceptions_

Enable JavaScrpt Advanced_

I Enable Java

Forts & Calours

Advanced_

Default fort: | Times Mew Roman V| Size: |16 W

Colours

1 Text and Background L
Texdt: [
Background: Misited Links:
I [] Use system colours Underine links ]
f Allow pages to choose their own colgirs, instead of my selections above
his [ Or
[ CIK, ] [ Cancel ] [ Help ]




Error-Console

. All ‘e Emors .L. Wamings o Messages @ Clear

Code: | Evaluate

Unknown property ‘sodanguage’. Declarstion dropped.
hitp:/Aocalhost /Little Brother01.htm Line: 12

Unknown property 'sodanguage’. Declaration dropped.
hittp:/Aocalhost /Little Brother01.htm Line: 13

IUnknown property ‘sodanguage’. Declaration dropped.
http:/Aacalhost /Little Brother(1.htm Line: 14

Emor in parsing value for property font-weight”. Declaration dropped.
hitp:/Aocalhost /Little Brother01.htm

Emor in parsing value for property Tont-weight'. Declaration dropped.
hittp:/Aocalhost /Little Brother01.htm

Emor in parsing value for property Tont-weight’. Declaration dropped.
http:/Aocalhost Little Brother(.htm

Emor in parsing value for property font-weight'. Declaration dropped.
hitp:/Aocalhost /Little Brother01.htm

Emor in parsing value for property fort-weight'. Declaration dropped.
hittp:/Aocalhost/Little Brother(1.htm

Strg-Shift-)



Web Developer Toolbar

) Mozilla Firefox
Fle Edt View Hstory Bookmarks Tools Help

6 - C ‘st | L |http:/Aocalhost/Little_BrotherD1 htm

8] Most Visted | ] 01 [ ] 02 || Fom || MS

@ Disable + £ Cookies ~ || CSS - [] Fomms ~ & Images = (@) Information -

Little Bro

Cory Doctorow

doctorow@crapho

READ THIS FIRST

Thic hanl- ic dictribntad nndar a €
#° Inspect Clear |Al|HTML CSS JS XHR Images
Console HTML CSS Scrpt DOM | Net~ | YS

* GET Little_Broi 304 Not Modified loci
1 request

Display Abbreviations
Display Access Keys
Display Anchors

Display Block Size

Display Div Order

Display Element Information  Cirl+Shift+F
Display Id & Class Details
Display Link Details

Display Object Information
Display Stack Levels
Display Tab Index

Disglay Teble Depth
Display Table Information

Display Title Attributes
Display Topographic Information

View Anchor Information
View Color Information

Document Outiine
View Document Size

View JavaSaript
View Link Information
View Meta Tag Information

View Page Information
View Response Headers

Miscelangous * ./ Outine + | 7§ Resize ~

webdevelopertodbar

7 Tools ~ {2 View Source * > Options * 3§ @ @

~

tHon NanCammaraial_QharaAlil-a 2 0 ¥

Lm cache)

4 (=]
Options
L4s
1.4s

« Anzeige d

De-)Aktiv
JavaScript
Cache, ...

Forms

Cookies
Tools

. Infos

eren von
Bildern,

View Generated
Source !l






Firebug ist ...

* Firefox Plugin

e JavaScript Debugger

« DOM Viewer

« CSS Viewer

e JavaScript Logging Engine
e und ...



http://www.ﬂickr.com/tos/teagrrl/78941282/



451

Fie Edt View Htory Bookmarks Toos Help

‘gii - (2 [ L | htp:/ocahost/Lile_Brotherdim

Little Brother

Cory Doctorow

zilla Firefox

doctorow@craphound.com

READ THIS FIRST

ShareAlike 3.0 license. That means:

You are free:

® to Remix — to adapt the work

Under the following conditions:

work).

More info here.
See the end of this file for the complete legalese.

INTRONDTICTION

Done

e to Share — to copy, distribute and transmit the work

Firebug aufrufen

= <}

+ | quy kavasaki presentatior f

This book is distributed under a Creative Commons Attribution-NonCommercial-

o Attribution. You must attribute the work in the manner specified by the author or
licensor (but not in any way that suggests that they endorse you or your use of the

e Noncommercial. You may not use this work for commercial purposes.

o Share Alike. If you alter, transform, or build upon this work, you may distribute the
resulting work only under the same or similar license to this one.

e For any reuse or distribution, you must make clear to others the license terms of this
work. The best way to do this is with a link http://craphound.com/littlebrother

e Any of the above conditions can be waived if you get my permission

# B YSow 1563

~

Fle Edt Vew Hstory Bookmarks Took Help

‘Ei ] (a) | L1 | hto#Aocalhost Litie_Brotherd him

Little Brother

Cory Doctorow

doctorow@craphound.com

READ THIS FIRST

ShareAlike 3.0 license. That means:

R S S
#° nspect Edt font <font <p < body < himl
Console | HTML | CSS  Script  DOM  Net  YSlow
= <html>
= <head>
<meta content="text/html;
charset=utf-8" http-equiv="CONTENT-TYPE"/>
<title/>
<meta content="OpenOffice.org 2.3
(Linux) " name="GENERATOR"/>
<meta content="20 29;
<meta content="
¥ <style type="text/css">
</head>

CHANGED"/>

5 <p>
= <font face="Nim
= <font size
<b>Little Brother</b>
</font>
</ font>
</p>
= <p>

= <font size="5">
<b>Cory Doctorow</b>
</font>
</ font>
</p>
= <p>

Done

0" name="CREATED"/>

1, sans-serif">

= «<font face="Nimbus Sans L, Arial, sans-serif™">

= <font face="Nimbus Sans L, Arial, sans-serif">

-| quy kavasaki presertatior §

This book is distributed under a Creative Commons Attribution-NonCommercial-

.
Ostiens = || Style | Layout DOM
“ |Inherited from p

# [ YSow

(=]%]

Options

p { Little_B...her01.htm (line 11)

1563

v




Die Tabs

Options -

« Console
« HTML

« CSS

o Script

« Dom
 Net



Console

e console.log(“We are at point A”);
 console.info(“We are at point B”);
« console.warn(“At point C!”);

e console.error(“We reached point D :-(“);
« AJAX-Calls

 Wird von Frameworks wie Dojo, ....
genutzt

* Firebug ,Light” fur IE



The page at http:/flocalhost says:

Dias ist ein Debug-Statement !




&) Mozilla Firefox
Fle Edt View Hstory Bookmarks Tools Hep

o ¢

Little Brother

‘a0 | ) hitp/ocahost/Little_BrotherD1 him

doctorow@craphound.com

READ THIS FIRST

HTML-Ansicht

[C]+ | quy kavasaki presentatior -

>

This book is distributed under a Creative Commons Attribution-NonCommercial-

ShareAlike 3.0 license. That means:

2° nspect Edt b <fort < fort < p < body < html
Console | HTML | CS5  Script  DOM  Net  YSlow

= <html>
® <head>
= <body lang="en-Us" text="# dir="ltr">
¥ <script>
*<p>
= <p>
= <font face= L, Arial, sans-serif">
= <font si
<b>Cory Doctorow</b>
</font>
</font>
</p>
*<p>
® <script>
*<p>

Options *

>

<p>This book is distributed under a Creative Commons

Attribution-NonCommercial-Shareflike 3.0 license.

That means:</p>
<p>You are free:</p>
E<ul>

*<ul>

style="margin-left: 0.
(> </p>

style="margin-left:
;"> Under the follow

style="margin-left:
"> </p>

<

4 [=*]
Style | Layout DOM Options -

Inherited fromp

p { Little_B...her01.htm (line 11)
1 : #000000;

# B YSow 179573

e Elemente werden
hervorgehoben

« HTML editierbar

« Rechte Maustaste
— Inspect um
Elemente zu finden



) Demo Mail Application - Mozilla Firefox

HTML/CSS-Ansicht

6 - ‘& | [ hitp:/ocahost/demos mail/demo html « | |G+ quy kavasaki presentatior - '
[&] Most Visted | ] 01 [ ] 02 | ] Fom [ ] MS a I l I I

I GetMail * New Message 2 Options

durchsucht werden

Folders Sender  Subject Date
~
= Folders ﬁﬁ:;ﬂ today's mesting 19/12/20( . .
=1 Inbox
- go; remaining work 18/12/200 '
@] Trash axter
& Save gfurﬁny Hey, look! 17/12/20( -
David . I l |
Davis it e I V e p d a t e
~

This is a simple application mockup showing some of the dojo widgets:

* layout widgets: BorderContainer, AccordionContainer o ( : ; ;_V< r‘ r b u I l g

« TooltipDialog, Tooltip
* Tree

[]
+) Search « form widgets: Button, DropDownButton, ComboButton,
Messages

FilteringSelect, ComboBox

« Editor
v
DojoMail v1.2 (demo only) o B OX - M O d e I I

27 Inspect Edt  democss A (=)}
Console HTML | CSS | Script DOM  Net YSlow Options =
@import "../../dojo/resources/dojo.css"; o
@import "../../dijit/themes/soria/soria.css";
@import "../../dojox/grid/resources/Grid.css";
@import "../../dojox/grid/resources/soriaGrid.css";

html, body, #main {
-x-system-font: none;
font-family: Arial,Myriad, Tahoma, Verdana, sans—-serif;
font-size: lotpt
font-size-adjust: none;
font-stretch: normal; ~
Done # B YSow 4437




77 nspect  all-
Console  HTML
}

}

¥

JavaScript-Debugger

Fle Edit View Hstory Bookmarks Toos Help

O ¢

[2] Most Visted | ] 01 [ 02 | ] Fomm | ] MsS

{1 | ] Hip/ocalhost/demos/mail/demo himl

I GetMail * New Message [ Options
Inbox | Contacts
- Folders Sender  Subject
Adam , .
™ Folders Arlen today's meeting
=1 Inbox Bob Baxter remaining work
@) Trash Cartey e ookt
™ Save Crown : v i
David il
Davis P
ORI From: Carrey Crown
Messages

Subiect: Hev. look!

scjs  onMessageClick < (7) < () < (%) < (?) < (?) < (?) < toSting()

CSS | Scriptv | DOM Net YSlow Options

110 addChar ("ALL", function() {contactTable.setQuery({})},
111 for(var 1 = "A".charCodeRt(0); 1 <= "Z".charCodekt (0)

addChar (String. fromCharCode (1))

addChar ("ALL", function() {contactTable.setQuery({})},

var paneld = 1;

function onMessageClick(cell){
// summary: when user clicks a row in the message lis
var item = cell.grid.getItem(cell.rowIndex),

sender = this.store.getValue (item, "sender"),

subject = this.store.getValue (item, "label"),

sent = dojo.date.locale. format (
dojo.date.stamp. fromISOString
{formatLength: "long", select«

text = this.store.getValue (item, "text"),

messagelnner = "<span class='messageHeader'>F.

"Subject: "+ subject + "<br>" +

"Date: " + sent + "<bry<br></span>" +

text;

dijit.byId("message") .setContent (messagelnner);

-~

B>

B

* this [Widget

~| quy kavasaki presentation n_j-

Date

DojoMail v1.2 (demo only)

L [=]=]
Watch | Siack ints Options

New watch expression..

dojox.grid.DataGrid, tal
_connects=[74]
_deferredConnects=0
id=table

[ Call cell=Event click,
Window demo_html 0=
1=window 1

cell click clientX=266,
clientY=162
messageInner [1[) =il

scopeChain

item

sender
sent
subject
text

© 1Emor B YSow 4045

Full debugger
Breakpoints

Variable value on
hover

Step in, Step over,
etc.

Watches
debugger();



Netzwerk-Ansicht

¥ Demo Mail Application - Mozilla Firefox =
Fle Edt Vew Hstory Bookmarks Tools Help

O - c
2] Most Visted | ] 01 [ ] 02 ] Form [ ] MS
I GetMail ¥ New Message [ 9 Options

{ar | ] Hip=/ocalhost/demos/mai/demo héml

Inbox Contacts

Folders Sender  Subject Date
~| Adam . . i
™ Folders Arlen today's meeting 19/12/200
=1 Inbox
- 30:( remaining work 18/12/200
@7 Trash axter
- * | Garrey Hey, look! 17/12/200
) Search Crown ’ .
Messages ;
David it 16/12/200,_
DojoMail v1.2 (demo only)
2% Inspect Cear \E| HTML CSS JS XHR Images Flash 2, ("%
Console HTML CSS Scipt DOM | Net~ | YSlow Options -
* GET tabContail 200 OK localhost 3KB =
* GET spriteChe« 200 OK localhost 774 B
* GET spriteArro 200 OK localhost 720B
* GET spriteRou 200 OK localhost 2 KB
* GET splitConta 200 OK localhost 125B
= GET treel_half 200 OK localhost 65 B
Headers Response 944ms : Queuing

Oms : Receiving Data
|-1101ms : 'DOMContentLoaded' (event)
| +953ms 'load' (event)

Response Headers

Date Fri, 17 Bpr 2009 01:18:04 GMT
Server BRpache/2.2.11 (Win32) PHP/5.2.%-1
Last-Modified Thu, 26 Mar 2009 07:00:46 GMT
Etag "1000000016e6e-41-466002ce3c380"
Accept-
Ranges
Content- _
65
Length
Keep-Alive timecut=5, max=93
Connection Keep-Zlive
Content-Type image/gif

bytes

Request Headers
Host localhost
User-Agent Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.8) Gecko/2009032609 Fir
3.5.30729)
Accept image/png,image/*;q=0.8,%/*;g=0.5
Accept-
Language

Accept- .
Erroeline gzip,deflate

Dons # B vsow 639

en-gb,en;q=0.5

 Anzeige der
Ladezeiten aller
Elemente der
Webseite

« HTTP-Header des
Requests sowie der
Antwort des
Servers



% Demo Mail Application - Mozilla Firefox

Fle Edt Vew Hstory Bookmarks Tools Help

@ - C {ar | ] httpzMocalhost/demos/mai/demo himl
2] Most Visted | ] 01 1] 02 | ] Fom | ] MS

- - sideshare F

@ Disable - /3 Cookies ~ |1 CSS ~ [] Foms - 4] Images - (@ Information ~ (") Miscellaneous = ./ Outine ~ & Resize - .* Tools ~ {2 View Source - Options * 7 @ @

I GetMail * New Message (& Options

Inbox Contacts

- Folders Sender  Subject
Adam . .
I Folders = Aren today's meeting
B3 Inbox GIED remaining work
= Trach ¥/ Baxter
» Search Carrey
1
Messages Crown Hey, look!

#° nspect  Peformance | Stats | Components  Tools = Help -
Console HTML CSS Script DOM  Net | YSlow

Empty Cache Primed Cache

® 16.0K 3 HTML/Texts ® 0.0K 3 HTML/Texts
® 0.07K 1 IFrame ® 0.0K 1 IFrame
97.1K 3 JavaScript Files 0.0K 3 JavaScript Files
86.9K 6 Stylesheet Files ® 0.0K 6 Stylesheet Files
® 31.3K 20 CS5 Images ® 0.0K 20 CSS Images

® 29K 2 Images ® 0.0K 2 Images
® 607.2K 90 Unknowns ® 0.0K 90 Unknowns
841.7K Total size 0.0K Total size
125 HTTP requests 125 HTTP requests
Weight graphs:

- Cookies: 128 bytes

(31 bytes) mytreeSaveStateCookie=undefined;

(35 bytes) DX=author:Martin%20&email:&website:;
(23 bytes) csuid=49e7b62b3f380123;

Done

Date
~

19/12/200
18/12/200
17/12/200

DojoMail v1.2 (demo only)
‘. [=N=]

Options -
~

v
# B F 847K 3295

Performance-
Analyse & Tipps

Statistik uber
Ladezeiten

JSLint & andere
Tools

Gedacht fur
,grofse” Seiten



,ME-Tools"“

« XSS Me  SQL Inject Me
» Uberpriift Forms « Uberpruft
auf Cross Site Datenbankzugriffe

Scripting Probleme  i5 Forms auf SQL-
« Lange Laufzeit Injections

« Kein Wundermittel Ebenfalls kein

Wundermittel



Hackbar

© Dojo Form Widgets Test - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ - C a1 | [ | Http:/focalhost /demos form/demo html Tname=%E4% F5% FCAaddress=dasdkjakadhistate=ALizip=123 77 + |[G]+ slideshare yo
L&) Most Visited | ] 01 | ] 02 | ] Form | ] MS

= [NT-1 & INT+1 = HEX-1 & HEX+1 MySQL MsSQL XS5 Encyption  Encoding  Other

as) Load URL http://locelhost/demos/ form/demo. html *name% 3] [ Base54 Encode -
g‘g Split URL $26address%3Ddasdkjaksdhi26state:3DALE26Z2ipSs: &) Base64 Decode th:3D2009-04-23%263chool 330252 6experience:3D1%26%30 .
i26references%3DE09%509%09%09%09Write+yourt+re; lBint+texts2950R%509%09%09%09
, &2 URLencode
: Exzcute
&2 URLdecode
[] Enable Post data || Enable Refemer
(&) Disable = £} Cookies - || C55~ -] Forms ~ ™| Images - @) Information = ) I'U'Iiscellanel URL decode selected characters L;«-L" Tools ~ {=| View Source = 2 Options = «# ) @

« URL-Manipulation (encode/decode)
« XSS & SQL-Injection Uberprifung



Firefox-Tools

Webdeveloper  SQL Inject Me
-I—OO I ba r https://addons.mozilla.org/en-US/firefox/addon/7597

https://addons.mozilla.org/en-US/firefox/addon/60

Firebug  Hackbar

https://addons.mozilla.org/de/firefox/addon/1843 * https://addons.mozilla.org/en-US/firefox/addon/3899

YSlow * Venkman
https://addons.mozilla.org/de/firefox/addon/5369 J a Va S C ri pt

XSS Me Debugqger

https:/addons.mozilla.org/en-US/firefox/addon/7598 ~ *  Nttp://www.mozilla.org/projects/venkman/


https://addons.mozilla.org/en-US/firefox/addon/60
https://addons.mozilla.org/de/firefox/addon/1843
https://addons.mozilla.org/de/firefox/addon/1843
https://addons.mozilla.org/en-US/firefox/addon/7598
https://addons.mozilla.org/en-US/firefox/addon/7597
https://addons.mozilla.org/en-US/firefox/addon/3899
http://www.mozilla.org/projects/venkman/

Internet Explorer 8
Entwicklertoools

* Debugger
.| « Firebug-ahnlich

| » On-the-fly
Anderungen

http://www.microsoft.com/germany/windows/internet-explorer/default.aspx


http://www.microsoft.com/germany/windows/internet-explorer/default.aspx

Welitere IE-Tools

Internet Explorer Developer Toolbar
IEDevToolBarSetup.msi

Companion.)S
Javascript debugger for |IE

DebugBar (kostenpflichtig!)
Development Bar (IE sidebar)

Microsoft Script Debugger
Scripting Debugging im IE


http://www.microsoft.com/downloads/details.aspx?familyid=e59c3964-672d-4511-bb3e-2d5e1db91038&displaylang=en
http://www.my-debugbar.com/wiki/CompanionJS/HomePage
http://www.my-debugbar.com/wiki/Doc/HomePage
http://blogs.msdn.com/ie/archive/2004/10/26/247912.aspx

Tools fur Safari & Andere

Safari Web Inspector

Drosera Debugger

Opera Dragonfly

Fiddler Web Debugging Proxy

Debugging using Apache as proxy


http://webkit.org/blog/41/
http://webkit.org/blog/61/introducing-drosera/
http://www.opera.com/dragonfly/
http://www.fiddler2.com/fiddler2/
http://mbaierl.com/blog/2009/03/debugging-using-apache-as-proxy.html

Danke fur die Aufmerksamkeit !

« Blog: http://martin.leyrer.priv.at
 E-Mail: leyrer@gmail.com

e Jabber: m3@cargal.org

o Twitter: leyrer



http://martin.leyrer.priv.at/
mailto:leyrer@gmail.com
mailto:m3@cargal.org
file:///G:/Alertest Du noch/http:/twitter.com/leyrer
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